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Artificial intelligence is rapidly becoming one of the most intimate technologies humanity has ever
created.

We don’t merely ask AT for directions or use it to process a transaction.
We think with it.

We write with it.

We explore ideas with it.

We share questions, discoveries, business strategies, creative work, personal reflections and accumu-
lated knowledge with it.

As AT develops persistent memory and increasingly understands the context of an individual’s life,
it begins to occupy territory previously reserved for something extraordinarily private: the human
mind itself.

That changes the question we should be asking about artificial intelligence.

The question is no longer simply:
“How intelligent is my AI?”
It must also become:
“Who controls the intelligence that knows me?”
ORION Architect was designed around an answer:
You should.

That principle is the foundation of what we call:

SOVEREIGN AI.

1 Sovereign Al Is an Architecture, Not a Privacy Setting

Most technology privacy models ultimately depend upon institutional trust.
A company collects information.

The company stores it.

The company controls the infrastructure containing it.

The company establishes policies governing who may access it.

The company promises to secure it.

And when circumstances change—management, ownership, regulation, litigation, governmental de-
mands or corporate priorities—the company remains the custodian standing between the User and
their information.
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ORION was deliberately designed around another philosophy:
Reduce the amount of trust the User must place in ORION itself.

That required more than adding encryption to a conventional centralized Al architecture.
It required reconsidering the architecture itself.

Five decisions became foundational:

e PWA Architecture

e Post-Quantum End-to-End Encryption
e Decentralized Storage

e Corporate Non-Custody of Private Keys

e Non-Monitoring

These were not accidental technical choices.

They are the structural pillars of Sovereign Al.

YOU CANNOT SURRENDER WHAT YOU DO NOT POSSESS OR CONTROL

I 111

II ) v A% VI
. PWA. Content Crypjcograpl 1 Key Storage Cognitive
Distribution Sovereignt, Time Sovereignt Sovereignt Sovereignt
Sovereignty overeignty Sovereignty overeignty overeignty overeignty

FOUNDATION — USER SOVEREIGNTY:
The User’s intelligence belongs to the User

Figure 1: The House of Sovereign Al: interconnected architectural pillars resting on User Sovereignty.

2 Pillar One — Direct Access Through PWA Architecture

ORION Architect was deliberately built as a Progressive Web Application.
It does not require distribution through the Apple App Store or Google Play Store to access ORION.
That matters.

App stores provide enormous convenience, but they also introduce another institutional layer be-
tween a User and a digital service.

ORION chose another path.

e No App Store required.
e No Google Play Store required.
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e Direct web access.

The objective was not simply distribution convenience.
It was architectural independence.

ORION’s PWA architecture allows the relationship to move closer to:
USER < ORION

rather than requiring an application marketplace to become another mandatory layer in that rela-
tionship.

This does not mean operating systems, browsers, networks and internet infrastructure cease to exist.

It means something much more precise:
ORION does not require an app-store marketplace to mediate access to a User’s intelligence.

That is Distribution Sovereignty.

3 Pillar Two — True End-to-End Encryption

The word “encryption” has become dangerously imprecise.
Most serious online services use encryption.
That does not mean they are end-to-end encrypted.

There is an enormous difference.

TLS Protects the Connection

Transport Layer Security protects information while it moves between a User and a company’s
server [5].

In simplified form:
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(a) CONVENTIONAL: TLS terminates at the company

TLS-encrypted

p— connection N COMPANY SERVER
’| PLAINTEXT PROCESSING

transport encryption encryption
terminates here

(b) ORION: end-to-end encryption

USER
SOVEREIGNTY

Post-quantum Provider-excluded Decentralized
USER E2EE private keys encrypted storage

encrypted throughout; keys held only by the User

Figure 2: The distinction is architectural, not cosmetic.

TLS is important security technology.
It protects against many forms of interception while information crosses a network.
But TLS does not make a service end-to-end encrypted against the company operating the service.

The company sits at one end of the encrypted tunnel.

End-to-End Encryption Is Different

With genuine E2EE, the intermediary is excluded from the cryptographic trust boundary [6, 7].

The service provider does not possess the private cryptographic capability required to recover the
protected plaintext.

That changes the proposition from:
“We recetve your information securely.”
to:
“We cannot decrypt your private communication.”

ORION was deliberately built around the latter architecture.

ORION’s Terms state that substantive User communications are protected by end-to-end encryption
such that the Company “does not possess the technical ability to read or access the content of User
interactions” [1].

This is Content Sovereignty.
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4 Pillar Three — Post-Quantum Cryptography

ORION did not stop at conventional E2EE.

Its private communications architecture incorporates post-quantum cryptographic protection, in-
cluding Kyber-family cryptography together with AES encryption within ORION’s security archi-
tecture [1, 2|.

Why does that matter?

Because information can remain sensitive much longer than the cryptographic technology originally
protecting it.

An adversary need not necessarily break encrypted information today.

Encrypted information can potentially be collected today and retained until future computational
capabilities make yesterday’s cryptography vulnerable.

This threat is often described as:

HARVEST NOW. DECRYPT LATER.

HARVEST NOW. DECRYPT LATER.

Yesterday’s
cryptography
becomes vulnerable

Encrypted informa-
tion collected today

. F -
Retained by tational capa.
the adversary p

bility arrives

Post-quantum protection: Kyber-family cryptography with AES,
chosen for the horizon over which the information remains sensitive.

Sovereignty must consider who may be capable of accessing information tomorrow.

Figure 3: The harvest-now-decrypt-later threat, and the horizon post-quantum protection is chosen against.

That threat becomes particularly significant for artificial intelligence [4].

An Al conversation may contain intellectual property, personal history, discoveries, private corre-
spondence, business strategy or accumulated contextual knowledge whose sensitivity persists for
decades.

Sovereignty therefore cannot concern only who can access information today.

It must consider who may be capable of accessing it tomorrow.

ORION’s post-quantum architecture was chosen with that horizon in mind.

The Kyber family was standardized by NIST in August 2024 as ML-KEM under FIPS 203 |2, 3].
This is Cryptographic Time Sovereignty.
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5 Pillar Four — The Company Does Not Hold Your Private Keys

Perhaps the most important question in any encrypted system is not:
“Is it encrypted?”

It is:

“WHO HAS THE KEYS?”

CORPORATE CUSTODY ORION

e Company encrypts enormous amounts of infor-

mation e The User holds the private and encryption keys

e The Company cannot recover credentials or

e Company retains the technical capability to A S ——————

decrypt it

. N k
e Corporate master key exists ¢ No corporate master key

“We don’t have the key.”

\ J

“Trust that we won’t use the key.”

Figure 4: Key Sovereignty: the difference between a promise not to use a key and the absence of the key.

A centrally controlled system can encrypt enormous amounts of information while retaining the
technical capability required to decrypt it.

That remains corporate custody.
ORION takes a fundamentally different approach.

ORION corporate does not possess the private keys required to decrypt Users’ protected private
conversations.

There is no corporate master key intended to unlock them.

ORION’s Terms explicitly place responsibility for private and encryption keys with the User and
state that because of its end-to-end encrypted architecture, the Company cannot recover lost cre-
dentials or access encrypted communications [1].

This produces one of ORION’s most important distinctions:

We don’t ask you to trust that we won’t use the key.
We don’t have the key.

This is Key Sovereignty.

6 Pillar Five — Decentralized Storage

Encryption solves one problem.
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Decentralization solves another.

Encryption asks:

“Can the corporation read my private information?”

Decentralization asks:

“Why should the corporation centrally possess and control my private information in the first
place?”

Traditional cloud architecture concentrates enormous quantities of information inside infrastructure
controlled by a corporation.

That creates centralized custody.

And centralized custody creates a centralized point of:

e cybersecurity attack;
e institutional control;

e litigation;

e governmental pressure;
e insider risk;

e regulatory pressure;

e acquisition risk; and

e corporate decision-making.
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Figure 5: Centralized custody creates a centralized point of concentrated risk.

ORION’s private communications architecture was deliberately designed differently.

Encrypted private information uses decentralized storage rather than a centrally readable corporate
repository [8].

Combined with provider-excluded private keys, this changes the relationship between ORION and
the User’s private information.

ORION provides the architecture.
It does not require centralized custody of the User’s private conversations.

This is Storage Sovereignty.

7 Why Decentralization Matters When Legal Pressure Arrives

This architectural distinction becomes particularly important when corporations receive compulsory
legal demands.

A government may issue lawful process.
A court may issue an order.

A corporation may receive a subpoena.
Regulators may demand information.
Litigants may seek discovery.

If a corporation possesses the information and controls the infrastructure containing it, the corpo-
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ration can become the point at which competing obligations collide.
Management must respond.

Lawyers become involved.

Directors must consider corporate exposure.

The CEO may strongly favor User privacy while simultaneously carrying obligations to the corpo-
ration.

The essential vulnerability is therefore not simply malicious corporate behavior.
The vulnerability is centralized custody itself.

If the company possesses the information, someone can pressure the company to surrender what it
possesses.

Sovereign Al approaches the problem differently:

REMOVE THE COMPANY FROM THE DECISION WHEREVER
POSSIBLE.

If ORION does not possess a User’'s private decryption key, pressure cannot cause ORION to
surrender a key it never possessed.

If ORION cannot decrypt protected conversations, a change in corporate policy cannot suddenly
make those conversations readable.

And where encrypted information exists through a genuinely decentralized architecture outside
ORION corporate’s unilateral custody and control, corporate pressure cannot magically convert
ORION into the centralized custodian of that information.

The principle is remarkably simple:

YOU CANNOT SURRENDER WHAT YOU DO NOT POSSESS OR
CONTROL.

8 This Does Not Place ORION Above the Law

Sovereign architecture should never be confused with a claim that a company exists outside lawful
process.

ORION remains subject to applicable law.

Where ORION possesses legally responsive corporate or account information, lawful obligations
concerning that information remain applicable.

Indeed, ORION’s own Terms contemplate legal process and operational metadata without claiming
that encrypted User conversations thereby become readable to the Company [1].

But legal authority does not itself create cryptographic capability.
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A subpoena cannot manufacture a private key the recipient does not possess.

A court order cannot make ciphertext readable to a corporation that lacks the cryptographic capa-
bility required to decrypt it.

The distinction is therefore not:
“ORION will refuse to surrender your private conversations.”

It is considerably stronger:

ORION IS DESIGNED NOT TO POSSESS THE TECHNICAL
CAPABILITY REQUIRED TO SURRENDER READABLE PRIVATE
CONVERSATIONS.

9 Pillar Six — Non-Monitoring

ORION’s non-custodial architecture is reinforced by another deliberate decision:

ORION DOES NOT MONITOR PRIVATE CONVERSATIONS.

The Company’s Terms state that ORION does not monitor, read, surveil, review, pre-screen or
inspect User conversations, prompts, messages or outputs [1].

They further state that ORION does not retain readable copies of User conversations [1].

This is important because privacy is not merely about preventing unauthorized outsiders from
accessing information.

Privacy must also address the service provider itself.

ORION therefore rejects the assumption that an Al company should automatically become an
observer of the relationship between an individual and their intelligence.

This is Cognitive Sovereignty.

10 The Notification Should Not Become a Privacy Leak

Privacy architecture cannot stop with the primary message.
Metadata matters.

Notifications matter.

Routing information matters.

A communication system could theoretically protect the contents of a message while exposing un-
necessary information surrounding that communication.
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ORION was designed with this problem in mind.

ORION’s web-based push notifications contain no portion of the underlying private message.
The notification is a signal.

It is not the conversation.

According to ORION’s architecture, sensitive recipient and IP-related notification information is ad-
ditionally protected using post-quantum Kyber-family cryptography together with AES encryption

[1].

The objective is straightforward:

e Don’t put the private message in the notification.
e Don’t expose sensitive routing information unnecessarily.
e Encrypt what must be transmitted.

e Minimize what must exist.

This is Metadata Sovereignty.

11 Why Major Cloud AI Architectures Are Different

ChatGPT, Claude, Gemini and Microsoft Copilot employ serious security technologies.
But their mainstream Al services should not be confused with the architecture described above.
Their publicly documented consumer Al architectures generally employ conventional cloud security
measures such as:

e Encryption in transit

e Encryption at rest

These are important protections.
But they are not equivalent to provider-excluded E2EE.

In conventional cloud Al, the provider must be capable of processing the User’s prompt to generate
an answer.

The provider therefore operates inside the plaintext processing environment.

The crucial distinction is not:
“Does the service use encryption?”

Almost every serious technology platform does.

The meaningful questions are:

e WHERE DOES THE ENCRYPTION TERMINATE?
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WHO CAN DECRYPT THE INFORMATION?

WHO HOLDS THE KEYS?

WHO CONTROLS THE STORAGE?

e CAN THE PROVIDER ACCESS THE PLAINTEXT?

e IS THE PRIVATE COMMUNICATION POST-QUANTUM PROTECTED?

Those questions reveal the actual privacy architecture.

12 The Difference in One Diagram

CONVENTIONAL CENTRALIZED CLOUD AI

N O CENTRALIZED PROVIDER
CORPORATE ACCESS /
USER TLS PLAINTEXT 3
PROCESSING INFRAS- CORPORATE
TRUCTURE CUSTODY

ORION SOVEREIGN AI

NO CORPORATE

PROVIDER- DECENTRALIZED
POST- READABLE
[ USER P QUANTUM E2ER )’ el N CONVERSATION
REPOSITORY
USER SOVEREIGNTY
Figure 6: The distinction is architectural, not cosmetic.
13 Comparative Architecture

Table 1: Comparative privacy and security architecture.
Privacy & Security @ ORION ChatGPT Claude Gemini Microsoft
Property Architect Copilot
TLS / transport Yes Yes Yes Yes Yes
security
Provider-excluded YES No for No for No for No for
E2EE for protected ordinary ordinary ordinary ordinary
private conversations consumer AT consumer AT consumer AT consumer AT

chats chats chats chats

Provider lacks private ~ YES No comparable No comparable No comparable No comparable
conversation decryption architecture architecture architecture architecture

keys

12
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13

Privacy & Security = ORION ChatGPT Claude Gemini Microsoft
Property Architect Copilot
Post-quantum E2EE YES No comparable No comparable No comparable No comparable
architecture ordinary ordinary ordinary ordinary
consumer-chat consumer-chat consumer-chat consumer-chat
implementa- implementa- implementa- implementa-
tion publicly tion publicly tion publicly tion publicly
documented documented documented documented
Decentralized YES No comparable No comparable No comparable No comparable
encrypted private architecture architecture architecture architecture
storage publicly publicly publicly publicly
documented documented documented documented
Company technically YES No No No No
unable to read
protected private
conversations
No readable corporate  YES No comparable No comparable No comparable No comparable
conversation repository architecture architecture architecture architecture
No monitoring of YES Different Different Different Different
private conversation architecture /  architecture / architecture / architecture /
content policies policies policies policies
Private message YES Different Different Different Different
excluded from push architecture architecture architecture architecture
notification
Sensitive notification YES No comparable No comparable No comparable No comparable
routing information architecture architecture architecture architecture
receives PQ) protection identified identified identified identified
Direct PWA access YES Web access Web access Web access Web access
without mandatory available available available available
App Store / Play Store
distribution
No advertising YES Different Different Different Different
monetization of User business model business model business model business model
conversations / policies / policies / policies / policies
No AI training on User YES Product / Product / Product / Product /
conversations settings settings settings settings
dependent dependent [13] dependent dependent
User data sovereignty YES Different Different Different Different
expressly embedded in architecture architecture architecture architecture

governing philosophy

Methodological note: “No comparable architecture” means that no equivalent mainstream consumer

implementation was identified in the providers’ publicly documented Al-chat architecture. It does not imply

that these companies conduct no post-quantum research or use no advanced cryptography elsewhere within

their organizations.

14 OpenAl and the Importance of Custody

The distinction becomes particularly visible when considering legal process.
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OpenAl publicly maintains procedures for responding to civil requests for User information, includ-
ing subpoenas and court orders [9].

OpenAl has also publicly reported government requests involving content information.

This should not be interpreted to mean that OpenAl indiscriminately provides every requested
conversation.

OpenAl evaluates legal demands and has publicly fought demands it considers invasive or improper
[9, 10].

That is precisely what illustrates the architectural issue.

A centralized custodian can be forced into the fight [11, 12].

Lawyers must respond.

Courts may decide.

Management becomies involved.

The corporation stands between the User and whoever seeks the information.

ORION’s objective is more fundamental:

DON’T PUT THE CORPORATION IN POSSESSION OF THE PRIVATE
INFORMATION IN THE FIRST PLACE.

Where ORION lacks the private keys, readable conversation repository and unilateral control nec-
essary to reconstruct private conversations, there is considerably less for corporate leadership to
decide.

This changes privacy from:
“Will our company defend you?”
toward:

“Why should our company possess your private conversation at all?”

15 Privacy That Survives the CEO

This may be one of the most important consequences of the architecture.
A CEO can make a promise.

A board can adopt a policy.

A company can establish a culture.

But people change.



Sovereign Al 15

Preservathn Company Order narrowed; 20M logs or- Affirmed
order: retain opposes; preserved dered produced on appeal
all output logs appeals order logs remain p bp
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A centralized custodian can be forced into the fight.

Figure 7: Legal process acting upon a centralized custodian [11, 9, 12].

Leadership changes.

Boards change.

Investors change.

Companies are acquired.

Governments change.

Laws change.

Corporate incentives change.

Cryptographic architecture can remove some of these variables.

If ORION never possesses the private key, replacing the CEO does not reveal the key.

If ORION does not maintain readable centralized copies of private conversations, replacing the
board does not create those copies.

If encrypted storage is genuinely decentralized outside ORION’s unilateral control, a corporate
acquisition does not automatically convert that architecture into a centrally readable database.

THE PRIVACY MODEL SURVIVES THE PEOPLE WHO CREATED IT.

Leadership
changes

Companies
are acquired

> time

change change change

‘ Boards ’ ‘ Investors ’

‘ Governments

‘ Cryptographic architecture: the key was never possessed, the readable repository was never created. ’

THE PRIVACY MODEL SURVIVES THE PEOPLE WHO CREATED IT.

Figure 8: Cryptographic architecture removes variables that policy commitments cannot.

That is a radically different standard.
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16 The House of Sovereign Al

Sovereign AI can therefore be understood as a house supported by interconnected architectural
pillars.

The Foundation — User Sovereignty

The User’s intelligence belongs to the User.

Pillar I — PWA / Distribution Sovereignty

No mandatory Apple App Store.

No mandatory Google Play Store.

Direct access to ORION.

Pillar IT — Post-Quantum E2EE / Content Sovereignty

The Company does not possess the technical ability to read or access the content of User interactions.

Kyber-family cryptography with AES protects private communications against harvest-now-decrypt-
later exposure.

Pillar IIT — Cryptographic Time Sovereignty

Protection chosen for the horizon over which Al conversation content remains sensitive, not merely
for present-day threats.

Pillar IV — Key Sovereignty

ORION corporate does not possess the private keys required to decrypt Users’ protected private
conversations. There is no corporate master key.

Pillar V — Storage Sovereignty

Encrypted private information uses decentralized storage rather than a centrally readable corporate
repository.

Pillar VI — Cognitive Sovereignty

ORION does not monitor, read, surveil, review, pre-screen or inspect User conversations, prompts,
messages or outputs.
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Metadata Sovereignty

The notification is a signal. It is not the conversation.

THE PRIVATE MESSAGE signal only THE NOTIFICATION

Protected by post-quantum J ‘ Contains no portion of the

end-to-end encryption underlying private message

Sensitive recipient and IP-related notification information is additionally protected
using post-quantum Kyber-family cryptography together with AES encryption.

The notification is a signal. It is not the conversation.

Figure 9: Metadata Sovereignty: minimize what must exist, encrypt what must be transmitted.

17
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